Joint Notice of Privacy Practices

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU
CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY. The Notice is being provided to you on
behalf of Providence Health & Services (Providence) and its Affiliates, its medical staff and other providers
(collectively referred to herein as “we” or “our”). “Affiliates” is defined as any entity that is wholly owned or
controlled by Providence Health & Services or Western HealthConnect (for example, Swedish Health
Services, Swedish Edmonds, Kadlec Regional Medical Center, Pacific Medical (PacMed) Clinics or Inland
Northwest Health Services (INHS)).

Providence is committed to protecting the confidentiality of your health information.

We are required by law to maintain the privacy of your protected health information (commonly called PHI or
health information), including PHI in electronic format. We are also required to notify you of our legal duties
and privacy practices regarding your health information and abide by the practices of this Notice, unless more
stringent laws or regulations apply. This Notice applies to all Providence facilities, services and programs that
provide health care to you.

Application of this Notice
The information privacy practices described in this Notice will be followed by:

e Any health care professional that treats you at any of our locations

= All facilities, departments and units, including hospitals, surgical centers, home care, clinics and other
affiliates

« All workforce members such as employees, medical staff, trainees, students, volunteers and other persons

under our direct control whether or not they are paid by us
e Other health care providers that have agreed to abide by this Notice of Privacy Practices

This Notice provides detailed information about how we may use and disclose your health information with or
without authorization as well as more information about your specific rights with respect to your health
information.

Uses and disclosures of your health information that we may make without your
authorization

To contact you: Your information may be used to contact you to remind you about appointments, provide test
results, inform you about treatment options or advise you about other health-related benefits and services.

Treatment: Your information may be shared with any health care provider who is providing you with health
care services. This includes coordinating your care with other health care providers and providing referrals to
other health care providers. Examples of health care providers who may need your information to treat you
include your doctor, pharmacist, nurse and other providers such as physical therapists, home health providers,
and X-ray technicians. We may share your information electronically with your health care providers in order
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to make sure they have your information as quickly as possible to treat you.We may share your health
information with any family member or friend who is involved in assisting with your health care. We will only
do this if you agree or do not object, and will only share with them the information they need in order to help
you. If you are unable to either agree or object to such a disclosure, we may disclose your health care
information as necessary if we determine that it is in your best interest based on our professional judgment.

We may disclose health information to a family member, relative or another person who was involved in your
health care or payment for health care when you are deceased if not inconsistent with your prior expressed
preferences.

Payment: In order to obtain payment for your health care services, we may have to provide your health
information to the party responsible for paying. This may include Medicare, Medicaid (state health plan) or
your insurance company. Your insurance company or health plan may need your information for activities
such as determining your eligibility for coverage, reviewing the medical necessity of the health care services
provided to you or providing approval for hospital services or stays.

Health care operations: Your health information may be used in order to support our business activities and
to assure that quality health care services are being provided. Some of these activities include quality
assessments, peer or employee review, training of medical personnel, licensure and accreditation, data
aggregation and audits by regulatory agencies.

We may share your PHI with third parties who perform services such as transcription or billing. In those cases,
we have written agreements with the third parties that they will not use or disclose your health information
except if permitted by law.

We may also use your information (name, address, date of birth, department of service, treating physician,
dates of treatment, outcome) for our fundraising activities.

You have the right to opt out of receiving such communications. If you do not want to receive these
materials, please contact our foundation office and request that these materials not be sent to you.

Unless you object, your name and location may be included in our patient directory. If it is included, we will
only share very limited information about you, such as your location in a hospital and general status, with
anyone who asks about you by name. If you choose to provide your religious affiliation and do not object, we
may provide your name and room number to clergy from your faith or religious community.

This Notice also describes the privacy practices of an Organized Health Care Arrangement (“OHCA”) between
us and certain eligible health care providers and organizations. An OHCA allows legally separate covered
entities to use and disclose PHI for the joint operation of the arrangement.

We participate in such an arrangement of health care organizations who have agreed to work with each other
to facilitate access to health information relevant to your care. For example, if you present to a hospital for
emergency care and cannot provide important information about your health, the OHCA will allow us to use

your PHI from our OHCA participants to treat you. When it is needed, ready access to your PHI means better
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care for you. We store health information about our patients in a joint electronic health record with other
health care providers who participate in this OHCA. Providence and members of the OHCA must be able to
share your health information freely for treatment, payment and health care operations purposes. For this
reason, we have created the OHCA and this Joint Notice. OHCA members may choose to have their own
Notice(s). For information about organizations participating in our OHCA, please contact the Privacy Office
listed in this Notice.

Other uses and disclosures that we may make without your authorization

There are a number of ways that your health information may be used or disclosed without your
authorization. Generally, these uses and disclosures are either required by law or for public health and safety
purposes.

When required by law: We may use or disclose your health information when required by law. If this happens,
we will comply with the law and will only disclose the information necessary.

Public health: We may disclose your health information to a public health authority for public health activities.
Public health activities include preventing or controlling disease, injury, disability, and responding to reports of
abuse, neglect or domestic violence. We may disclose your health information to a person or agency required
to report adverse events, product defects or problems, biologic product deviations, or for product recalls,
repairs or replacements. Any disclosures of this nature will be made consistent with state and federal law.

Health oversight: We may disclose your health information to health oversight agencies for oversight activities
authorized by law, such as audits, investigations, and inspections. Health oversight agencies include
government agencies that oversee the Health care system, government benefit programs, government
regulatory programs and civil rights.

Legal proceedings: We may use or disclose your health information in response to a court or administrative
order in an administrative or judicial proceeding, or in response to a subpoena, discovery request or other
legal process.

Law enforcement: We may use or disclose your health information for law enforcement purposes. Examples
include (1) responding to legal processes; (2) providing limited information to identify or locate a suspect; (3)
providing information about crime victims; (4) reporting suspicion that death has occurred as a result of
criminal conduct; (5) reporting a crime which occurred on our premises; and (6) for medical emergencies,
reporting where it appears likely a crime occurred.

Preventing a serious threat: We may use or disclose your health information if we believe in good faith that
the use or disclosure is necessary to prevent or lessen a serious and imminent threat to the health and safety
of a person or of the public. Disclosure may only be made to a person reasonably able to prevent or lessen the
threat.
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Coroners, funeral directors, and organ donation: We may disclose your health information to a coroner or
medical examiner for identification purposes, determining cause of death or other legally required duties. We
may disclose your health information to a funeral director in order to permit him/her to perform his/her
duties. We may disclose your information to facilitate an organ, eye or tissue donation.

Research: We may disclose your health information to researchers, provided that the research has been
approved by an Institutional Review Board and/or a Privacy Board, and the research protocols have been
approved to ensure your privacy. We may disclose health care information about you to people preparing to
conduct a research project.

Military activity and national security: We may disclose the health information of Armed Forces personnel: (1)
for activities deemed necessary by appropriate military command authorities; (2) for the purpose of a
determination by the Department of Veterans Affairs of your eligibility for benefits; or (3) to a foreign military
authority if you are a member of that foreign military service. We may also disclose your health information to
authorized federal officials to conduct national security and intelligence activities, including the provision of
protective services to the President or others legally authorized to receive information.

Inmates/arrestees: We may use or disclose your health information to a correctional institution or law
enforcement official if you are an inmate of a correctional facility or are in custody and the information is
necessary to treat you or protect the health and safety of you, other inmates, and employees at the
correctional facility or others.

Workers’ compensation: We may use or disclose your health information as necessary to comply with workers’
compensation laws and other similar legally established programs.

Disaster relief: We may disclose health care information about you to an entity assisting in a disaster relief
effort so that your family and friends can be notified about your condition, status, and location.

Uses and disclosures of your health information that we may make with your authorization

Certain uses and disclosures of your health information, including marketing, sale of health information or
release of psychotherapy notes, will be made only with your written authorization. You may revoke an
authorization in writing at any time, except to the extent that we have already taken action in reliance on the
authorization.

Uses and disclosures not otherwise described in this Notice will be made only with your written authorization.
Federal and state laws may place additional limitations on the disclosure of your health information for drug
or alcohol abuse treatment programs, sexually transmitted diseases, or mental health treatment programs.
When required by law, we will obtain your authorization before releasing this type of information.
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Your Rights

Right to request restrictions: You have the right to ask us to place restrictions on the way we use or disclose
your health information for treatment, payment or health care operations. We will consider your request but
are not required to agree to the restriction (except as described below). If we agree to a restriction, we will
not use or disclose your health information in violation of that restriction unless it is needed for an
emergency. If a restriction is no longer feasible, we will notify you.

Right to restrict disclosure to health plans: You may request in writing, at the time of service, that we not
disclose information to health plans where you have paid for items or services out of pocket in full. We must
agree not to disclose this information to your health plan if certain conditions are met.

Confidential communications: We will accommodate reasonable requests to communicate with you about
your health information by different methods or alternative locations. For example, if you are covered on a
health plan but are not the subscriber, and would like your health information sent to a different address than
the subscriber, we can usually do that for you.

Breach notification: You have the right to receive notification of breaches of your health information as
required by law.

Access to your health information: You have the right to receive a copy of your health information that we
maintain, with some limited exceptions. You may request access to your information in writing, and you may
request a copy of your information in electronic format. We reserve the right to charge a reasonable fee for
the cost of producing and providing your health information. You have the right to request that your health
information be sent to any person or entity, such as another doctor, caregiver or online personal health
record.

Amendment of your health information: You have the right to ask us to amend any of your health
information. You need to request this amendment in writing and submit it to the facility’s medical records
department. We may deny your request in certain situations, such as when the health information in your
records was created by another provider or if we determine your information is accurate and complete. Any
denials will be in writing. You have the right to appeal our denial by filing a written statement of
disagreement.

Accounting of certain disclosures: You have a right to a listing of the disclosures we make of your health
information, except for those disclosures made for treatment, payment, or health care operations, or those
disclosures made pursuant to your authorization. The type of disclosures typically contained in a listing would
be disclosures made for mandatory public health purposes, law enforcement, legal proceedings, or for other
required reporting such as birth and death certificates.

Exercising your rights: To exercise any of the above rights or if you need to share your health information with
someone for purposes other than those listed here, contact the appropriate medical records department.
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Questions and complaints

If you have questions or are concerned that any of your privacy rights have been violated, please contact our

Privacy Officer:

Andrew Schillinger, Privacy Officer
Inland Northwest Health Services
PO Box 469

Spokane, WA 99201

(509) 462-3466 (phone)

(509) 232-8355 (fax)
schilla@inhs.org

www.inhs.org

You also have the right to complain to the Secretary of Health and Human Services at:

Pacific Region - (Alaska, California, Idaho, Oregon, Washington)
Michael Leoz, Regional Manager

Office for Civil Rights

U.S. Department of Health and Human Services

90 7th Street, Suite 4-100

San Francisco, CA 94103

Customer Response Center: (800) 368-1019

Fax: (202) 619-3818

TDD: (800) 537-7697

Email: ocrmail@hhs.gov

Rocky Mountain Region - (Montana)
Andrea Oliver, Regional Manager
HHS/Office for Civil Rights

1961 Stout Street

Room 08-148

Denver, CO 80294

Customer Response Center: (800) 368-1019
Fax: (202) 619-3818

TDD: (800) 537-7697

Email: ocrmail@hhs.gov

You will not be retaliated against for filing a complaint.

Changes to Joint Notice of Privacy Practices

We reserve the right to change the terms of our Notice at any time. New Notice provisions will be effective for
all protected health information that we maintain. You may view a copy of our most current Notice on our
website at www.inhs.org and www.providence.org or request a current copy from the medical records

department, privacy officer, or registration staff at any time.
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